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OIS Registry-

L EZ-2%/

DDA 82-0008/15

18 March 1982

MEMORANDUM FOR: Director of Central Intelligence

FROM: Harry E. Fitzwater
Deputy Director for Admlnlstratlon

SUBJECT: Executive Order 12065

1. In accordance with your request last evening, Attachment A
provides an overview of the problems with E.O. 12065; Attachment B is
the Executive Order.

2. As I mentioned, we had estimated that it would cost $80 million
in the first 10-year review if we were to fully comply with the Executive
Order. I am now advised that because of an increase in the proficiency
of the reviewers this figure has been reduced. We will spend $21 million
by 1988 in order to meet about 30 percent of the documents requiring
review. Of this 30 percent, it is estimated that not more than two
percent will be declassified and that two percent will be of little
interest to the public. At the end of the first 10 years we must start
reviewing the material previously reviewed during the first 10 years.

3. The revised Executive Order is now held by Judge Clark. The
Intelligence Commmity has made its recommendations to the Information
Security Oversight Office which are now contained in the revised order.
The revised order makes it optional to have a systematic review program.
Since we are declassifying such a small amount, we would have a program
that is restricted to certain categories of materlal thereby relieving us
from the current burden.

4. Any help you can give us in getting the revised Executive Order
published would be greatly appreciated.

?aﬁ‘y E. FZfz{vater

Atts

cc: EXDIR
_BroIs
OD/0IS Distribution:
1 - C/RMD
1 - C/CRD
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- they remain classified after such review, they then must be reviewed again 10

Approved For Release 2007/07/17 : CIA-RDP86-00674R000100230024-1

é

HOVLLY

SURJECT: SYSTEMATIC REVIEW FOR DECLASSIFICATION

A
INIW

SYNOPSIS: ' : ' | : ' - T

The program of Systematic Review for Decla.ssifica’r_.ion randated by Executive _ -
Order 12065 is a disaster. It is not cost effective; it syphons off valuable,
scarce resources from CIA!'s primary mission; and it poses security risks. It
should be abolished. The Gsneral Accoum1na Office has also recommended its
abolition. R _ o A . _

Section 3-4 of Executive Order 12065 (E.O. 12065) effective 1 December 1978 - -.
requires the Executive Branch to institute programs tc review all "permanently T
valuable records" when they reach 20 years of age (30 years for foreign goverm-
ment 1nfomat10n) to determine whether the records should remazin classified. I€7.

years later, and every 10 years thereafter until declassified, unless a longer :

period is aoreed to by the Director, Information Security Gxersmht Of.flce (ISOO)-

Such ISOO exe:rfotlons can be dlfflcult to come by. : . )
T‘ne above reamremem is not new. 'I'h° idea started during the Elsenho*»er

administration and in 1972 President Nixon issued E.O. 11652 which contained a

similar declassification review requirement with two mejor differences: the

initial review was to take place when records reached 30 years of age, and the

time interval for re-review was left to Department Heads. E.O. 12065, recog-

nizing that agencies were not geared up to switch from the old 30-year pericd

to the new 20—"°ar requirement overnight, allowed agencies 10 years to close .

the gap. Hence, by 1 December 1988 all pemanent records dated 1 Dncemher 1968

and before are to receive an initial review.

CURRENT STATUS:

Our best estimate indicates that we still have approximately 22,000 cubic
feet of permanent records that must be reviewed by 1 December 1988 if we are
to comply with E.O. 12065. We have 33 ipeople performing the review. Because -
of the sensitive nature of our records, we must use mostly senior analysts with
long years of experience. They are highly trained in their jobs and utilize
procedures designed to maximize their production. In spite of this devotion of
Tesources, we are able to review on an average only 800 cubic feet per year.
Thus, by 1 December 1988, unless we more than triple our staff, we will accom~
pllsh less than 30 percent of our objective. Also, in December 1988, as we
continue to attack the remaining 70 plus percent, we will have to begin the
second review of all material once reviewed and on which the decision was made
to continue classification. Since our experience shows that we continue clas-
sification on over 85 percent of the records reviewed, we will have to re-review
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most of the material we Teview by Dzcember 1988. At that time, we will be
faced with the first review of records beginning to mature in December 1988. -

"It is .an impossible job.

CURRENT PROBLEMS:

CIA's program for systematic review of classified material entalls the
following:

1. Doller CostS" le w111 spnnd $21 million by 1988 wder our current
procram arvdf still not co*'ply m.th E.O. 1200: .

2- Hmna.n Resource CO:T.S‘ .33 people, mostly valuzble, scarce s nior
analysts, spend full time. rev:tewmcr classified documents under our current

~ setup; over 88 people would be requlred if we are to camply with E.O. 12065. |

These people cox.ld and should be used to collect and produce mtellloence- B

;3.* Reau_ ts of RemeW' ‘ 071 the averao , tWO percem. of the matenal

- reviewed 1s declassified. .The declassified Iﬂatenal thaA. does eventuauy

reach the publlc 1‘*111 be’ of 11tt1e 1nteres«.. . S S

‘ 4. ‘Secur 1‘7 Risks: leen. our 1\.or;\10ad and time p?'essures tnere is

- alvays the danger of human error resulting in the release of compromising

information. Also, the release of the declassified materizl adds to the total

picture our adversaries have access to. - When added to material released wmder:

FOIA, books, and leaks, this total picture is awesome and frightful.

5. Chilling Effect on I'Ltellicence' Relationships: Because of past

- Congressional investigations, FOIA releases, books by former employees, mnd

le'-u\s many agents ar).d fo*elm mtelllgmlce contacts who t».o:.ld have cooperated
in the past now perceive that we are wnable to Xeep their relationship secret.

‘With systematic review for declassification added to the list, we guaramtee

these folks that if their names haven't come up for revieir previously,. they
will come up when docxmopts containing their names or identifying data. bec&
20 Yyears old. :

. RECOMENDATION:

It is recommended that E.O. 12065 be modified to eliminate Section 3-4
or, alternativ 'ely, to exempt CIA from its t)rovisims- The General Accounting
Office has concluded after a lengthy investigation that this program should
be abolished Government wide. If so, then it is submitted that even more so
should it be abolished with respsct to CIA.
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